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CTEP-IAM Release 5.6.0  
  
Use Case: Existing CTEP-IAM users establishing a link between their CTEP-IAM and 
NIH-PIV credentials 
 
Application URL: 
 

• https://ctepcore.nci.nih.gov/iam  
 
CTEP-IAM Account Login 
 

1. Copy the application URL (above) and paste it into a browser or click on the link 
 

 
Figure 1: CTEP-IAM Login Screen 

 
 

2. Under “CTEP-IAM,” enter the current CTEP-IAM username and password. 
• If password has expired, please use the “Forgot Password” feature to change the 

password. 
 

3. Navigate to “NIH Information” section 
• Option I: “Click here” (highlighted in the next snapshot) will take users to “NIH 

information” section.  
• Option II: Click on “Personal Information” on the left menu to go to “NIH 

information” section. 
 

https://ctepcore.nci.nih.gov/iam
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Figure 2: CTEP-IAM Welcome Screen After Login 

 
4. Please note that NIH PIV card holders do not have to create an ID.me account. 

 

 
Figure 3: NIH Information Section 
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Establishing and Linking NIH-PIV Credentials 

  
Figure 4: NIH PIV Information Section 

 
5. Click on “Sign in using my NIH account” button (highlighted in the above snapshot) 

 

 
Figure 5: Popup Message Before Redirecting Users to NIH Authentication 

 
6. Users will be shown an alert indicating that they will be transitioned to “NIH Login” 

website to complete the authentication procedure.  
7. As shown in the subsequent screen, complete the authentication procedure by using either 

the PIV Card option or the 2FA option using the NIH account credentials. Please note 
that PIV card mode of authentication satisfies 2FA requirements. 

 



  
CTEP-IAM Identity Verification and 2 Factor Authentication 

 

CTEP-IAM / NIH Integration: Existing Users On-boarding to NIH PIV Credentials Page 4 of 8 
 

 
Figure 6: NIH Login screen 

 
 

 
Figure 7: Prompt to enter the PIN associated with NIH PIV card 
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8. On successful authentication, the user will be returned to CTEP-IAM with an alert 
confirming that the user’s CTEP-IAM and NIH accounts have been successfully linked. 
Click on the ‘Continue’ button.  
 

 
Figure 8: Popup Message on Returning to CTEP-IAM 

 
9 Once you are back into your CTEP-IAM profile, click on “Personal Information” menu 
option and the “NIH Information” sub menu to view the attributes that were received 
from NIH 

 
Figure 9: NIH Information Section After Accounts is Linked 
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Validating Access to CTEP-IAM Using NIH PIV Credentials 
 

1. Access CTEP IAM or any other CTEP ESYS application that you might have access to. 
2. In the login section (shown below), click on “NIH” tab. 

 

Figure 10: CTEP- IAM, NIH log in tab 
 

3. Click on “Sign in using my NIH Account and follow the prompts to complete 
authentication. On successful completion of authentication, the user must be signed in to 
the CTEP ESYS application that they are trying to access.  

 

 
Figure 11: CTEP- IAM Welcome Screen 

 
Note: 

• As per the requirements, users who use their NIH PIV card to access CTEP ESYS 
systems DO NOT have to create an ID.me account.  

• If you have any questions or issues related to a new NCI CTEP-IAM account requests, 
please contact ctepreghelp@ctep.nci.nih.gov 

mailto:ctepreghelp@ctep.nci.nih.gov
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