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CTEP-IAM / NIH-PIV INTEGRATION

EXISTING USERS LINKING THEIR NIH PIV CARD TO CTEP-IAM

October 25, 2023
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CTIS|baminss
CTEP-IAM Identity Verification and 2 Factor Authentication

CTEP-IAM Release 5.6.0

Use Case: Existing CTEP-IAM users establishing a link between their CTEP-IAM and
NIH-PIV credentials

Application URL:

e https://ctepcore.nci.nih.gov/iam

CTEP-IAM Account Login

1. Copy the application URL (above) and paste it into a browser or click on the link

W) NATIONAL CANCER INSTITUTE

Identity and Access Management

CTEP-1AM 10 NI

Alert! Expected Timeline: Eady Summer 2022
NCI will be implementing enhanced lem access

ents. Simply put, this is a federal

that NCI cannot ignore. NCI must mcorpo
Proofing (IP) and Multi-Factor Authe

Figure 1: CTEP-IAM Login Screen

2. Under “CTEP-IAM,” enter the current CTEP-IAM username and password.
e If password has expired, please use the “Forgot Password” feature to change the
password.

3. Navigate to “NIH Information” section
e Option I: “Click here” (highlighted in the next snapshot) will take users to “NIH

information” section.
e Option II: Click on “Personal Information” on the left menu to go to “NIH

information” section.
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CTEP-IAM Identity Verification and 2 Factor Authentication

Password will sxpare in: 88 day(|
ReQISEABon has expn

Welcome to |AM

K &f’ = If you have NIH issued PIV ca ink your PIV card with CTEP-IAM credentials. Refer to this document for step-by-
& R— step instructions on linking the P ki
-

. + If you do not have NIH issued PIV card, click here and follow the steps to link your CTEP-IAM Credentials with ID.me. Refer to
: M F 3 ID.M this document for step-by-step instructions on how to create an |D.me account and link to CTEP-LAM.

Information of Identity Verification and Multi Factor Authentication

Identity Verification for NCI Systems NIH PIV Card Holders Users without a NIH PIV Card

Identity verification and multifactor-authentication All NIH PIV card holders would have completed + All CTEP and its contractors who do not have
(MFA) is required for all U.S. federal systems to identity verification including biometrics at the time an NIH issued PIV card must create an ID.me
meet of badge issuance. Hence, there is no need for account and onboard to MFA. U.S.-Based
NIST SP 800-63-3 Digital Identity Guidelines. This is these users to create an ID.me account. These CTEP USERS: Can verify identity with email
a U.S. federal (not NCI) requirament for all U.S. usars can link their NIH PIV card credentials to address, a personal phone number, OR a
government IT applications. Failure to comply will CTEP-IAM and continue to use PIV card to access government-issued photo ID (Driver's

result in NCI CTEP IT systems shutdown. The CTEP ESYS and other CORE applications where License, Passport, Passport Card, or State
target date by which all users are expected to CTEP IAM is provided as an Identity Source. D).

Figure 2: CTEP-IAM Welcome Screen After Login

4. Please note that NIH PIV card holders do not have to create an ID.me account.

Frersonal | Exstg A | Request b Dme | y

Paersanal infarmation

Marma Wy Hargiis ad Nagars) Davinagers | Usarmname: MOMMNAGERE cmnﬂuq AB10672
Caplal Tachealogy infurmaton Sendcss inc
e ] e et Comtactintormation OHce Phone: (301) 3483033
Rociedle, MO 20850 Ema; Ilavanageraficitsne com
USA |
Users MIH Account lnked to CTEP 4AM Credentials
Not Available
Uses b e N TEP.
Is NIH-PIV card sufficient proof for meeting NIST digital security guidelines?
The Standard behind these PIV Cards is Federal Information Processing Standard 201 (FIPS 201) tithed Personal Identity of Fadaral Empl and C: FIPS 201 covers identity

proofing and ervoliment activities to issue a PIV Card as well as Ilecycie activibes lo update. use and maintain the PIV Card. The Identity venfication process involved in issung a NIH-PIV Card is supenor
1o the verification process used for ID me verification. Hence, if an IAM user possess the NIH issued PIV card, you can bypass ID.me verification by linking your NIH-PIV cand with your CTEP-IAM account

Steps to link your NIH issued PIV card with your CTEP-IAM account

As per NCI's assurance level requirement CTEP-AM users can link thesr NIH ssued PIV Card with thes CTEP-IAM account 1o complete identty Proofing (P} and Second Factor Authenbeation requrement
Flease foliow the sleps below to link your NIH-PIV Card with CTEP-1AM account
= Cack on “Sign in using my NIH Account’ buson below (o intsate the process of establishing bk between CTEP-IAM credentals and NIH-PIV card
Sign In using my NIH Account )
= Vihen redirected to NIH secure website, click on the “Sigm i busion for Sman Card login secton
» Irsert your NIH PIV Casd in the Card reader and enter your Personal identficaton Number (PIN) and authenticate
= After you will be red 1o CTEP.LAM

Figure 3: NIH Information Section
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CTEP-IAM Identity Verification and 2 Factor Authentication

Establishing and Linking NIH-PIV Credentials

Is NIH-PIV card sufficient proof for meeting NIST digital security guidelines?

The Standird bilind thess PIV Cands (s Federal Information Processing Standard 201 (FIPS 201) titied Persanal Identity Venfication of Federal Employess and Contiacton. FIPS 201 covers idenlty
proofing and ervoliment actrvities to issue a PIV Card as well as lfecycde activibes to update use and maintain the PIV Card  The identity verfication process involved in issuing a NIM-PIV Card is supenor
o the verficabon process used lor ID me verification Hence, i an |AM user possess the NIH issued PIV card, you can bypass 1D me verification by linking your NIH-PIV cand with your CTEP-IAM account

Steps to link your NIH issued PIV card with your CTEP-IAM account

Ploass folow the vieps Below to ik your NIH-PIV Card with CTEP.IAM secoum

E A per NCTs assunancs bevel requirement CTEP-UAM wsars can link their MM ssved PIY Card with ther CTEP-IAM account 10 complete identty Proofing (IF) ard Second Facior AUThenbction requesment

ign in using my NIH ACTTD

Sign In uning my NIH Account @
" n thee “Sage In” button for Smant Card login secton

# Irsert your NIH PIV Casd i e Card reader ad snter youd Pevsanal idenbhcaten Numbsr (PIN) and asthanscate

BQon below 10 indxate the process of eulablishing lnk between CTER.LAM credentals and MIH-PTV card

« Aftor successhul Buthentication you wil be rediected 1o CTER-IAM

Figure 4: NIH PIV Information Section

5. Click on “Sign in using my NIH account” button (highlighted in the above snapshot)

Transitioning to NIH Login screen

&AM Bndias

You are leaving CTEP-IAM website and transitioning to NIH Login
website for completing authentication using NIH issued PIV card.

Please click m to proceed to NIH Login

To abort the transition, please click "X" at the top right corner of the pop-
up window.

Figure 5: Popup Message Before Redirecting Users to NIH Authentication

6. Users will be shown an alert indicating that they will be transitioned to “NIH Login”
website to complete the authentication procedure.

7. As shown in the subsequent screen, complete the authentication procedure by using either
the PIV Card option or the 2FA option using the NIH account credentials. Please note
that PIV card mode of authentication satisfies 2FA requirements.
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m National Institutes of Health
Turning Discovery into Health

Sign in (NIH Login: Development Environment)

Smart Card Login .

PIV-Exempt? Not a PIV Card Holder? Sign in using your account credentials:

Username Password Forgot Password?

Trouble signing in?

Figure 6: NIH Login screen

ActivClient Login ? X

ActiviD*
ActivClient®

PIN [

OK Cancel

Figure 7: Prompt to enter the PIN associated with NIH PIV card
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CTEP-IAM Identity Verification and 2 Factor Authentication

8. On successful authentication, the user will be returned to CTEP-IAM with an alert
confirming that the user’s CTEP-IAM and NIH accounts have been successfully linked.
Click on the ‘Continue’ button.

CTEP-IAM Credentials Linked to NIH-PIV card.
&AM B
o

Your CTEP-IAM credentials are now linked with NIH-PIV card
and you are successfully back to CTEP-IAM website

Please click m

Figure 8: Popup Message on Returning to CTEP-IAM

9 Once you are back into your CTEP-IAM profile, click on “Personal Information” menu
option and the “NIH Information” sub menu to view the attributes that were received
from NIH

Name L Frangren s N Darsamagers Unmmame: HESVARSGEAE CTEP Parson A 4510672
ot Technaogy intcematon Servems e
One Research Cout o
estuteniAddeess Suae 200 Contact Ifoemation STo® Pane: 0 at-3003

Your CTEP-1AM Credentials are linked 1o NIH PIV Credentials You can continue 1o use your NIM PIV Credentials 1o access CTEP and other NCI systems where CTEP-IAM is provided as. an identity source Piease choose NI tab in
the login opticn 1o intiate authentication with NIH PIV Credentals.

In addion to MIH PIV card, you can also access CTEP and other systems using CTEP-IAM wsemame and password. Iif you do not know your cument password, please logout of the cument session and click on "Forgot Passwond™ ink in
he logen screen io indiale ihe passwoed change workfiow

User's NIH Accosnt inked to CTEP JAM Crodentials

Emad Address e Qe al s gov | Emad D
| Mame tomt Davarsgere. Aame swaiate m N NED
Crested Dute W0 | mte 20 woich me sser's K acosuer was Saked 12 CTER - MM profie-
! - 1

| Gument mmtve o umary s revor The proie can be i "Astve” Tacter’, Temporesly Daetied” and Feimane
- Activec Th st M e CTER. AR T e L b (ASERIPL IO e 4 BSawS 12 AR T
emnna (B Can 12 wesess CTERLAY wos fnceates syems

= Approved: Tha sianus & sasgees when LA inam ibisond reactvation of e inactve user sceount
= inactive: This w3 assgeed by NS THVATEN soridiow indcaies e ster 5 m aliowed © ose N cedersels & acoess CTERIAN and

User's M Account bnked $o CTEP.IAM Credestiass stases .V e
. Thia st ” by & mcUrEy incient indicited Bhe user 18 S0t BRwesd 10 st MM CrrCRente &
acve Lan e ste Datirnss 88 sl Lisevs D SIS e A b St B2 rECESNE
= Bwnagate: TS TACGT 4 BEEGAET 10 AIDOUATS IGBTT Ty B BATLATY 0GR INICATHS 8 LB 15 BI0wd T reactie CTEF cresenta sed use
N Comdeatals 1 MooeEs CTER-LAM 860 60 Eyifems The 5K MGOAT 4 O SSSGRed TV ST O 6 DK 1S CANRT 10 BEUmE Dutineds 88 |
848l NOIR AP BCOUAT w8 MO0 N SHUT B DT of e SOF Sefnad R RBATE BOLTY AODHTE
$1amus Changed Dase 18302823 | Date 2n weven me ssers Npr - CTER AN inens profie sared ooe of e siafuses sermasdis fr ‘Profe Siata®
| Commesn Acceoust schaten by HISVANAGERE | Comvmrns casturms on e NH - CTEP (40 ntad peofie a1 2o of afuication worfoms

WIH Account Sistus Hisiory

Figure 9: NIH Information Section After Accounts is Linked
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CTEP-IAM Identity Verification and 2 Factor Authentication

Validating Access to CTEP-IAM Using NIH PIV Credentials

1. Access CTEP IAM or any other CTEP ESYS application that you might have access to.
2. In the login section (shown below), click on “NIH” tab.

Identity and Access Management

CTEP-IAM ID.me NIH

Sign in using my NIH Account

Forgot NIH Account Password

Warning Notice:
For public facing wed pages o which the publc has privieged 3ccess, ¢.g . cinical brial or adverse effects sysiems where usersipatients aee 1ogging in to enter PIUPHI: Read More
NIH Web Polcses and Notices

Figure 10: CTEP- IAM, NIH log in tab

3. Click on “Sign in using my NIH Account and follow the prompts to complete
authentication. On successful completion of authentication, the user must be signed in to
the CTEP ESYS application that they are trying to access.

Welcome to IAM
«AM .;jj': *i‘ Your CTEP-AM credentials are now linked to NIH PIV Card.
= "

CTEP-IAM Services

Your cument Registraton Type 5 Associate

Chck bom io access the RCR Sysfem fo submit your annual NCI regrsirabion and/or update your Regisiration Type to | Mon Physcian MNon-INDMNon-Treatment Invesbgator or Associate Plus, NCI
Registration Types are defined as listed below

Registration Types

= Investigator (IVR): MD, D0, or mbemational equivalent

= Non-Physician investigator (NPIVR]): Advanced practice prowidar (e g , NP or PA) or graduate level rasearcher (2.9, PhD)

= Non-INDiNon-Treatment Investigator (NINT): Health service researcher (e.g., PhD, Masters), mental health provider (e.g., EdD) or mdiveduals with clinecal licensure.
= Associate Plus (AP): Clinical site staff {29, RN or CRA) with dafa entry access to CTSU apphcations (eg . RUMS, OPEN, RAVE, DTL)

« Associate (A): Other clinical site staff involved in the conduct of NCI-suppored research

s Associate Basle (AB): indwiduais (e 0 . pharmaceutcal company employees) wih kmsed access 1o NClsupported systems (e 9. NAVIGATOR)

Figure 11: CTEP- IAM Welcome Screen

Note:
e As per the requirements, users who use their NIH PIV card to access CTEP ESYS
systems DO NOT have to create an ID.me account.
e Ifyou have any questions or issues related to a new NCI CTEP-IAM account requests,
please contact ctepreghelp@ctep.nci.nih.gov
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