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CTEP-IAM / ID.ME INTEGRATION

NEW USERS ACCOUNT CREATION

August 09, 2023

CTIS, INC
1 RESEARCH CT, ROCKVILLE, MD 20850



CTEP-1AM Identity Verification and 2 Factor Authentication

CTEP-1AM Release 5.8.0

Use Case: Users new to NCI CTEP and submitting a request to create a new CTEP-IAM

account.
Reference:
e |ID.me Government : https://www.id.me/government
e ID.me Privacy Policy : https://www.id.me/privacy
e ID.me Privacy Bill of Rights : https://insights.id.me/privacy-bill-of-rights/
e NCI and ID.me Help Page : https://help.id.me/hc/en-us/articles/4711388572695-NCI-1D-

me
e ID.me Support : https://help.id.me/hc/en-us

Application URL :

e https://ctepcore.nci.nih.gov/iam

CTEP-1AM New Account Request

1. Copy the application URL (above) and paste it into a browser or click on the link
2. Under “CTEP-1AM” tab, click on “Request New Account” link at the bottom of the screen
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Figure 1: CTEP-1AM Login Screen
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CTEP-1AM Identity Verification and 2 Factor Authentication

3. Answer the question, "Have you ever registered with CTEP?" by selecting "No" and then
click "Proceed"
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Figure 2: CTEP-1AM Request New Account Steps

4. Complete the CTEP-IAM Request New Account screen by providing:
o Prefix (if applicable)

First Name (required)

Middle Name / Initial (required)

Last Name (required)

Suffix (if applicable)

Month of Birth (required)

Year of Birth (required)

Role(s) (required)

Institution (required)

= (Hint... Use “Institution Name” field to key in site code or institution name to
activate the suggested list. If unsuccessful, use the detailed search option by
clicking on the pick list icons next to the “Institution Name” field)

Internal Office (if applicable)

Street (required)

Street (continued)

City (required)

State / Province (required)

Zip / Postal Code (required)

CTEP-IAM / ID.me Integration: New Users Account Creation

Page 2 of 12



CTEP-IAM Identity Verification and 2 Factor Authentication

Country (required)

Office Phone (required)

Username (required)

o Email (required) (duplicate entry required)
5. Select “Continue”
6. Selectand answer three Security Questions
= (Hint ... retain the question / answer combinations as you will need to select and

correctly answer one of your three security questions to check status of account
request and initiate the 1D.me workflow)

7. Select “Confirm Request”

CTEP-1AM Account Request Review

8. Users will receive “CTEP ldentity and Access Management, New Account Request” email
from system

9. Please contact ctepreghelp@ctep.nci.nih.gov with questions related to new NCI CTEP-
IAM account requests.

Thank you for using the Cancer Therapy Evaluation Program (CTEP) - Identity and Access Management (IAM) website to apply for your user account. Your CTEP-IAM us
account application has been received and will be processed within two business days and you will be notified of your application status by email, Please note the reque
number < P1405334 > for future correspondence.

NCI Authentication Update

To ensure the security and safety of NCI systems, subjects, research staff, and all assoclated sensitive information, NCI will incorporate Identity Proofing (IP) and Multi-

guidelines Is regulated by Congress and required for compliance with the Federal Information Security Management Act (FISMA).

Steps to establish a CTEP IAM account

o o S :

Intiaton Review
User submits a new CTEP Registration help desk User creates new ID.me User links ID.me account
account request to IAM revi the new or uses an existing  with CTEP-IAM Credentials
request 1D.me account
( ) (In Progress) (Not Started) (Not Started)
User must wait till they A successful Identity

receive account approval Verification and 2FA setup

Figure 3: CTEP-1AM Account Request Confirmation Email
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CTEP-1AM Identity Verification and 2 Factor Authentication
Verifying CTEP-1IAM Account & Establishing ID.me

10. Use the link provided in account approval email to start verification process

Thank you for using the Cancer Therapy Evaluation Program (CTEP] - Identity and Access Management (IAM) website to apply for your user account. Your CTEP-IAM user account application has been received and will be
processed within two busingss days and you will be notified of your application status by email. Please note the requast number < PL657516 » for future correspondence.

MNCI Authentication Update

To ensure the security and safety of NCI systems, subjects, research staff, and all associated sensitive information, MCI will incorporate identity Proofing (1P} and rulti-Factor Authentication (MFA) in accordance with

Matiznal Institute of Standards and Technology (NIST) B00-53-3, Digital Identity Guidelines. The enforcement of these guidelines iz regulated by Congress and required for compliance with the Federal Information Security
mAznagement Act (FISMA).

Steps to establish a CTEP IAM account

076 ) = 5.

Initiation Review
Usar submits a naw CTEP Registration halp desk Usar craates naw ID.me User links ID.me account
account request to 1AM raviews the new account account or uses an axisting  with CTEP-1AM Credentials
request ID.me account
@ 23 g 0
{ ) (In Progress) (Mot Started) (Mot Started)
Usar must wait till they A successful Identity
receive account approval | Verification and 2FA setup
amail Is nacassary to complate
activation

Note: The activities detailed above must be completed in the order they are listed.

For step by step instruction on creating ID.me sccount and linking to CTEP-1AM account Click Here

How do check status of my account request?

hitt ps-//ctepooredey. ctisinc com/iam/MewAccountRegqueststatus. de d: dera

Additional resources

= ID.me Government : https:/fwww.id me/government

= |D.me Privacy Policy : httos:/fwww.id. me/privacy

= ID.me Privacy Bill of Rights : https:/finsights.id. me/privacy-bill-of-right:
+ NCI and ID.me Help Page : https:y//help.id. me/hc/en-us/artickes/471138B572685-NCk-ID-ma
« ID.me Support : https://help.id me/hc/en-us

snnren

aanen

This is a system generated email. Please do not respond to this email. If you have guestions or encounter difficulties, please contact the CTEP Identity and Access Management [lAM) Team &t < mailto:ctepreghelp@ctisinc.com

’ Figure 4: Sample CTEP-1AM Account Approval Email

11. You will be taken through a few steps of verification. Please enter the request reference

number found in account approval email along with first name and last name exactly like
the account request.
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Figure 5: Account Request Verification Screen

12. Respond to one of the 3 security questions that were chosen at the time of account
submission. Note: response should match the initial input
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Figure 6: Account Request Verification Screen — Security Questions Screen

13. On successful verification, users will be presented with the screen shown below
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CTEP-1AM lIdentity Verification and 2 Factor Authentication

Request Reference Number: P1216256

Identity Proofing and Authentication

Star N/A Ended On

Figure 7: Account Request Verification Screen — Initiate ID.me Account Creation

14. Click on ‘ID.me create an account” and sign in or create a new ID.me account with a
secure email address. Note: Users do not need to create a new account if they have
already authenticated with 1D.me through another institution; however, they will still
need to click this button to link 1D.me account to CTEP-IAM account, via the prompt and
the following steps.

me + &P

Create an ID.me account

Already have an ID.me account?

Sign in to your account

Email

wob@c .00
mrob@ctisinc.com

Password

Figure 8: ID. me Create Account Screen
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CTEP-1AM lIdentity Verification and 2 Factor Authentication
15. Select and set up Multifactor authentication (MFA) option. Available options are shown
in the below snapshot

Text Message or Phone Call
w:

Get a 6-digit code by text message or phone
call.

Push Notification

Approve sign-ins via push notifications sent
to the ID.me Authenticator mobile app.

Code Generator Application

Generate verification codes via code
generator apps like ID.me Authenticator.

Security Key

‘ Use a physical security key (insert or tap)
\ with your device.

NFC-Enabled Mobile Security Key

Tap a YubiKey™ security key to your phone
using the ID.me Authenticator mobile app.

7,

Figure 9: Available MFA options

16. Choose an identification method and submit for verification. The verification methods are
shown in the snapshot

CTEP-IAM / ID.me Integration: New Users Account Creation
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CTEP-1AM Identity Verification and 2 Factor Authentication

VERIFY YOUR IDENTITY

We'll need permission to use details from public
sources to verify your identity

Choose a verification method

Verify using your phone number

Enter your personal phone number. Then

we'll confirm your identity.

e Upload photos of your license or state ID

Upload photos of your driver’s license or

state ID.

Upload a photo of your passport
@ Upload a photo of your passport
—_

— Upload photos of your passport card

Upload photos of your passport card

Figure 10: Verification Methods

Below are the verifications methods and documents needed based on resident location:
e For U.S. nationals
e The easiest and simplest method of verification will be by using a phone
registered in your name.
e Driver’s License or State ID
e A copy of Passport
e A copy of Passport Card

e For Canadian nationals
e Acopy of driver’s License will be accepted for verification

CTEP-IAM / ID.me Integration: New Users Account Creation
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CTEP-1AM Identity Verification and 2 Factor Authentication
e A copy of Passport
e A copy of Passport Card

e For other national residents living outside of the U.S. or Canada
e A copy of Passport
e A copy of Passport Card

17. On successful completion of the identity verification and multi factor authentication
configurations, 1D.me will present the screen shown below and request users’ consent to
share five attributes to CTEP-IAM.

18. Please click “Allow” to complete the activation of CTEP-IAM account along with
establishing a link to users’ ID.me credentials.

wme + WG

AUTHORIZE NIH - TESTING
Woe've verified your identity!

1ck to NIH - Testing

NIH - Testing

Figure 11: Allow Sharing Option

19. Few points to note:

e Itisimportant that users agree to share data with NCI CTEP and click
“Allow,” without which the new account activation will not be complete.

e |f users choose to “Deny,” they will be redirected back to CTEP-IAM without
completing the account activation. In this case, users will have to repeat the
account activation steps. However, during the subsequent attempts, users will
choose the 1D.me option to “Sign in to your account” instead of creating a
new ID.me account.

CTEP-IAM / ID.me Integration: New Users Account Creation
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CTEP-1AM lIdentity Verification and 2 Factor Authentication

CTEP-1AM Account Activation

20. Users will be redirected back to CTEP-IAM with a confirmation of account activation.
Click on “IAM” link to proceed into the CTEP-1AM application.

Request Reference Number: P1216256

o o o O

raaton Revew ientty Proofing Accaunt Aztivat ..

Account Activation

Started On: 05/17/2022 10:43:18 Ended On: 05/1 .-’.-'

Your |D.me account is linked to CTEP-IAM profile. The account activation process |s completed. Please click [AM
10 90 10 yOUr appRcton home soreen

Comectus | Privecy Motics  Saclaioms Policy  Accessibility | FOW | HHS Vidnesslility Divclosuty

L8, Duparimeni of Healh snd Human Servicrs  Maiomsd insiliutes of Hosllh - Mailonel Cances lsiitule  USAgoy

Figure 12: Account Activation

ctepreghelp@ciisinc.com o o - ) g -
To = meob@ctisinc.com Tue S/7/2022 143 Al
lley Robinson,

ur Cancer Theragy Evaluation Program (CTEP) - identity and Access Management (1AM) eser account has been activated.

wr CTER Person 10 is: A-612731

rou need to change your regr on type to i (IVR), Non-Physician Investigator (NPIVR) or Associate Plus (AP), please proceed to the CTEP Registration and Credential Repository (RCR) to complete your registration (FDA Form 1572 [IVR,
VR]; NCI Biosketch, including documentation of GCP training [ALL]; Financial Disclosure Form [ALL]; and Agent Shipment Form [IVR anly]) with CTEP.

access the CTEP Registration and Credential Repository (RCR):
il fetepcoretest ctinine comyfrerf

access CTEP applications:
o fen 1 eximing i i Acoess, do

acoess the CTSU welsite:
pef fwrerve s 0eg

'ou hawe questions sbout the status of your application to access the CTSU website, please contact the CTSU Help Desk by email at < maiMto:ctsucontact@westat com > or by phone at < 1-888-823-5923 >.

questions o encounter difficulties, plesse contact the CTEP Identity and Access Management (IAM) Team st < mailiosctepreghelp@ctiing com.

Figure 13: Sample Account Activation Email from CTEP-1AM
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CTEP-1AM Identity Verification and 2 Factor Authentication
21. Once logged into CTEP-IAM, click on “Personal Information” menu option and the
“ID.me Information” sub menu to view the attributes that were received from ID.me

W} NATIUNAL CANLEKR INDIIIVIE

Welcome to IAM

,e.-"}'i'_lnm Yeor CTEPIAM credentiats ars now Saked 1o 10.me

CTEP-IAM Services

Your cument Segisianon Type & Associate

Chcx RAMR 10 8ccess e RCR Sysienm 10 setet your annesl NCI regairaton andior spdate your Regsirason Type 10 INvesioaion Non PRysciae INvestigmor, or Assocate Pius NCT Reguiration Types are Sefined a3 isled beow

Registration Types
o INVesBQINOr (VIR MO DO o miermatenal egun went
« Noa-Physician Investigator (NPIVR): ASvanced (ractics provder (¢ g 9 0r PA) or grasuate leves resescher (6 g PhO
o A3S0ciate Pius (AP): Clewcai sde S5 (0 § . RN Of CRA) with gata entry access 10 CTSU applcations (¢ 3 RUMS OPEX RAVE. DTL)
* A3sociate (A): Other chincal ste S DVONVed 1N the CONDUC! of NO-Supparied reseanch
« ABSociate Basic (AB)! InSvItuals (€ ) . PRATMACEIC! COMPaRTY EmpIorees) with WMBed AcCess 16 NCIagpened systeam (€ ), NAVIGATOR)

CTEP-IAM Account Request Services

CTEP.IAL 8 2 WeD BIMT NWITACE 1 POPAS! T Croaton of 8 new CTEP-UAM UA6r ACCOUN SENOr Dy Tt DIONMCTIVE UMY Of 0N DIRAIT Of BNOTr VBe! 11 S50 JrOVIORS APGACISCN MANAJHE Ve COMCTE AON SCCOUT NORSNS ARy 10 1Oquest
CTEP Enterprse app8canon access Sf Dew Of EXISING Lser SXCOUNSS 3N 10 MEQUES: IPETAC Tokes or 4ata 36t 10 3 appacaton

CTEP-IAM Account Administration Services (User Provisioning)
CTERIAM aamevsiation services moude

o Now unar SCount reveew Sd APOrOVEE Dy T IAM HeD Desk Team (18 user provesonng|
o Applcation access fequest approval oy CTEP Enterpese appScason manapens (i e . APpbcanon owners) INCAANG NOMECAten Capataes 10 NAICHE BCCOUN S6tD HORESS 30T Snal COMPAENON 1 ACCOUN! hokders

Figure 14: CTEP-1AM Personal Information Tab
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Figure 15 : ID.me Information Section

22. Review ID.me / IAM link status and use ID.me credentials to access CTEP-IAM
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