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CTEP-IAM / ID.ME INTEGRATION

EXISTING USERS ON-BOARDING TO ID.ME

August 9, 2023
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CTEP-IAM Identity Verification and 2 Factor Authentication

CTEP-IAM Release 5.8.0

Use Case: Existing CTEP-IAM users onboarding to ID.me and establishing a link between
their CTEP-IAM and ID.me credentials

Reference:

e ID.me Government : https://www.id.me/government

e ID.me Privacy Policy : https://www.id.me/privacy

e [D.me Privacy Bill of Rights : https://insights.id.me/privacy-bill-of-rights/

e NCI and ID.me Help Page : https://help.id.me/hc/en-us/articles/4711388572695-NCI-ID-
me

e ID.me Support : https://help.id.me/hc/en-us

Application URL:

e https://ctepcore.nci.nih.gov/iam

CTEP-IAM Account Login

1. Copy the application URL (above) and paste it into a browser or click on the link
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Figure 1: CTEP-IAM Login Screen
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CTEP-IAM Identity Verification and 2 Factor Authentication

2. Under “CTEP-IAM”, enter current CTEP-IAM username and password.
e [If password has expired, please use the “Forgot Password” feature to change the
password.

Pasgword will sxpire in: 50 dal

Last Login: 2023-0

Welcome to IAM

Your CTEP-IAM Credentials are not yet linked to ID.me{. Click Here aj)d follow the step to link your CTEP-IAM Credentials with
G &~ ID.me  10.me.

Refer to this documant for step-by-step instructions on how to create an ID.me account and link to CTEP-IAM.

CTEP-IAM Integration with ID.me for identity Proofing and Multi Factor Authentication

‘Why ID.me is integrated with CTEP-lAM? Who are required to follow updated By when verifying your CTEP-IAM Credentials with
NCI is required to follow the National Institute of e T

Standards and Technology (NIST) guidelines which is The updated authenticati quirement Updated authentication flow will be available for user in
regulated by Congress and required for compliance applies to any person with a CTEP-IAM July 2022, Current users will have 1 year to complete
with the Federal Infc ion Security Management Act account and any system using CTEP-1AM their IP and MFA. Once you set up your IF and MFA,
(FISMA). Userame and password alone are no longer credentials, including: All NCUCTEP/CTSU you can use ID.me login method. Full implementation
adequate. NCI needs lo incorporate identity Proofing systems, including RCR, CTMB-AIS, the will take place in July 2023. i you haven't verified
(IP) and Multi-Factor Administration (MFA) into system CTSU websits, OPEN, Rave, NCORP-SYS, = | your CTEPJAM credentials by this time, vour
access procedures. NCI has introduced ID.me to CTEP-AERS, elc. All other systems, CTEP-IAM credentials be no longer valid for you to
establish IP and MFA that will permit compliance with including the LPO websites, that use CTEP- authenticate into the application. You may need o
the required NIST Guidelines. 1AM for access also all users, including NCI, reach CTEP REGRISTRATION HELP Desk to proceed
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Figure 2: CTEP-IAM Welcome Screen After Login

3. Navigate to “ID.me Information” section
a. Option I: “Click here” (highlighted in the above snapshot) will take users to “ID.me
information” section.
b. Option II: Click on “Personal Information” on the left menu to go to “ID.me
information” section.
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Figure 3: ID.me Information Section
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Establishing and Linking ID.me Credentials

ot Available
v has nol yet linked their ID.me profile with CTEP-LAM credentials.

tep to establish ID.me credentials and link it with your CTEP-IAM Account

workflows.

As per NCI's assurance level requirements CTEP-LAM users are required to create an account in ID. me and complete Identity Proofing (IP) and Second Factor configuration (2FA)
Please follow the steps below

- Cl nt” button below to mitiate the procass of link bety CTEP-1AM credentials and ID me account

| ID.me. Create an account |

= When redir “ma, if you have an existing ID.me account then choose “Sign into your account”, if you are new to ID me please choose "Create an ID.me
account”.

» ID.me wll take you through the steps to complete identity Proofing and 2nd factor configuration according to MCI-CTEP's assurance level requirements
« After successful completion of all ID.me r you will be to CTEP-IAM

Note: Some list of documents that ID.me requires for your Idenlity proofing are Driver,,s License (primary evidence for people residing in USA) and passport for individuals residing
in other countries. For additional information please contact ID.me support team. For additional nformation on Iest of documents d and n biishing 1D.me
account please contact [D me Support Team

Figure 4: ID.me Information Section

4. Click on “ID.me Create an account” button (highlighted in the above snapshot)

Transitioning to ID.me

AN = ID.me

You are leaving CTEP-IAM website and transitioning to ID.me website for
completing Identity Verification and Multifactor configuration steps.

Please click m to proceed to ID.me

To abort the transition, please click "X" at the top right corner of the pop-
up window.

Figure 5: Popup Message Before Redirecting Users to ID.me

5. Click on ‘ID.me create an account” and sign in or create a new ID.me account with a
secure email address. Note: If users already have an ID.me account or initiated the
process of linking ID.me account to CTEP-IAM but the process aborted before
completion, click “signin”

CTEP-IAM / ID.me Integration: Existing Users On-boarding to ID.me Page 3 of 10
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Wme + &P

Create an ID.me account

Already have an ID.me account?

Sign_in to your account

Email

mrob@ctisinc.com

Confirm Password

.....|

accopt tha I0ma Toms of Sorvicn ond Privocy Policy

Create an ID.me account

Figure 6: ID. me Create Account Screen

1. Select and set up Multi Factor Authentication (MFA) option. Available options are
shown in the below snapshot

Text Message or Phone Call
w: Get a 6-digit code by text message or phone

call.

Push Notification
@ Approve sign-ins via push notifications sent

to the ID.me Authenticator mobile app.

Code Generator Application
Generate verification codes via code

generator apps like |D.me Authenticator,

3 Security Key
Use a physical security key (insert or tap)

with your device.

NFC-Enabled Mobile Security Key
Tap a YubiKey™ security key to your phone

using the ID.me Authenticator mobile app.

Figure 7: Available MFA factor options
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CTEP-IAM Identity Verification and 2 Factor Authentication

2. Choose an identification method and submit for verification. The verification methods are
shown in the snapshot
VERIFY YOUR IDENTITY

We'll need permission to use details from public
sources to verify your identity.

Choose a verification method

Verify using your phone number

Enter your personal phone number. Then
we'll confirm your identity.

Upload photos of your license or state ID

Upload photos of your driver’s license or
state |D.

Upload a photo of your passport
@ Upload a photo of your passport.
=

=| Upload photos of your passport card

Upload photos of your passport card

Figure 8: Verification Methods

Below are the verifications methods and documents needed based on resident location:
e For US nationals
e The easiest and simplest method of verification will be by using a phone
registered in your name.
e Driver’s License or State ID
A copy of Passport
e A copy of Passport Card

CTEP-IAM / ID.me Integration: Existing Users On-boarding to ID.me Page 5 of 10



A HEALTH
INFORMATICS
OMPANY

( ) CTIS)
‘L CTEP-IAM Identity Verification and 2 Factor Authentication

For Canadian nationals
e A copy of driver’s License will be accepted for verification
e A copy of Passport
e A copy of Passport Card

For other nationals
e A copy of Passport
e A copy of Passport Card

3. On successful completion of the identity verification and multi factor authentication
configurations, ID.me will present the screen shown below and request users’ consent to
share five attributes to CTEP-IAM.

4. Please click “Allow” to complete the activation of CTEP-IAM account along with
establishing a link to users’ ID.me credentials.

wme + WGP

AUTHORIZE NIH - TESTING

We've verified your identity!

Figure 9: Allow Sharing Option

6. Few points to note:
a. It is important that users accept to share data with NCI CTEP and click “Allow”,
without which the new account activation will not be complete.
b. If the users choose to “Deny”, they will be redirected back to CTEP-IAM without
completing the account activation. In this case, users will have to repeat the ID.me

CTEP-IAM / ID.me Integration: Existing Users On-boarding to ID.me Page 6 of 10
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establishing steps, however, during the subsequent attempts, users will choose the
ID.me option to “Sign in to your account” instead of creating a new ID.me
account.

7. On successfully establishing the link, users must view their ID.me credentials in CTEP-
IAM as shown below

CTEP-IAM Credentials Linked to ID.me

&AM R DY

Your CTEP-IAM credentials are now linked with ID.me and you
are successfully back to IAM website

Please click

Figure 10: Popup Message on Returning to CTEP-IAM

Personal Information | Exisling Application Access | Request New Access | 1D.me Information ] NIH Information

Personal Information

Name| Shneha Acharya Username: ACHARYASSO CTEP Person ID| A-653873
Gapilal Technology Information Services Inc
117 Quince Meadow Avenue Office Phone: (571) 424-9150
INSUILONIAGINESS oo rsburg, MD 20878 Contact Information g ;. sacharya@cisine.com
USA

User's ID.me information linked to CTEP-JAM Description

Primary emall associsled to the vsers ID me sccourt. This can be different than the vser's pimary wmac: emsi sssocisted

Email Address s g@clisinc.com with CTEP profile. Flease contact [D.me for any assistance needed with your 10 me email and pass;
Name SHNEHA ACHARYA User's name associsted with the ID.me account. Format « First Name Last Name >
Created Date 03142022 Date on which the user's ID.me profile was linked to CTEP - LAM profile
Gument status of user's linked profile. The profile can be in *Active”, "Inactive”, "Temparsniy Disablsd” and *Reinstats”.
« Active: This status (s assignsd when the [0.me snd CTEFLIAM credentials are linked for the first time. Indicates the
wser is sliowed io use /D.me credentisls io sccess CTEPAM and federsted sysiems
« Inactive: This status is assigned by INACTIVATION workfiow. Indicates the user is not slowed o use ID.me
credentials fo access CTEP-LAM and federated systems
D v - Temporarily Disabled: This status is assigned fo accounts impacted by a securly incident. indicates the user is not
User's ID.ume infermation linked to CTEP-IAM status ah allowed o use |0 me cradentials 10 access CTEFIAM and federated systems 5l the site is cleared to resume business
o as usual Users in this status wil not be allowed to reactivate
- Reinstate: This status is assigned 1o sccounts impacted by & securty incident. indicstes the user is sllowed 1o
resctvate CTEP credentials snd use I me cradentisis to sccess CTEP-JAM and federated systems. The link record is
not assigned this status (il the site is clesred fo resume business s ususl. Note: An sccaunt will be moved fo this
status as pant of the SOP defined to handle secunty incidents
Status Changed Date 0nazezz D8tz 0 WhICH the USEr's ID.me profike SIBINST 0N Of 1he SIBLUSES DENMISSIDIE for Frofile Stalus”

Comments

Comments captured on the 1D me profile a5 part of C TEF-IAM application workflows:

ID.me Account Status History =

Created By Status

ACHARYASS0 Active:

Comments Status Date

03/14/2022 07:09.14 PM

Figure 11: ID.me Information Section After Accounts is Linked

CTEP-IAM / ID.me Integration: Existing Users On-boarding to ID.me
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Validating Access to CTEP-IAM Using ID.me

CTEP-IAM ID.me NIH

You have linked your CTEP-IAM account with ID.me. Please login using your ID.me credentials method to authenticate.

hdavanagere

Forgot Password? | Reset Password? | Annual Registration

warning Notice:

8. Try gaining access to CTEP-IAM with CTEP-IAM username/password.
a. A validation message must be displayed as shown below

Request New Account | Help Center

For public facing web pages to which the public has privileged access, e.g., dinical trial or adverse sffects systems where users/patients are logging in to enter PIL/PHI: Read More...

NIH Web Policies and Notices

Figure 12: CTEP- IAM, CTEP-IAM log in tab

9. Try gaining access to CTEP-IAM with ID.me account.

a. Users will be allowed access and should see a welcome screen as shown below

Wi} NAIIUNAL CANCER INDITHNIVIE

Alert! Expected Timeline: Early Summer 2022
NCI will be implementing enhanced system a
prox

hial wi

y from o sile staff, ir
inve eing done to ensure the security of
NCI sy s and data and fo comply with Federal
requirements. Simply put, this is a federal mandate
that NCI cannot ignore. NCI must incorporate Identity
Proofing (IP) and Multi-Factor Authentication (MFA) into
SYSiem ACCess procedures.

What's Next: Keep an eye on the CTSU website and Bi-

Monthly Broadcasts for more information about the

impending launch, including Eme reminders and
announcements about NeW resource materials

Figure 13

Identity and Access Management

CTEP-LAM 10.me HIH

: CTEP- IAM, ID.me Log in Tab
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Welcome to IAM

m:ﬁzln.m Your CTEP-IAM credentials are now linked to ID.me.
CTEP-IAM Services

Your current Registration Type is Associate.

Click here to access the RCR System to submil your annual NCI registration and/or update your Registration Type to Investigator, Non Physician Investigator, or Associate
Plus. NCI Registration Types are defined as listed below.

Registration Types

« |nvestigator (IVR): MD, DO, or intemational equivalent

= Non-Physician Investigator (NPIVR): Advanced practice provider (e.g., NP or PA) or graduate level researcher (e.g., PhD).

« Associate Plus (AP): Clinical site staff (e.g., RN or CRA) with data entry access to CTSU applications (e.g., RUMS, OPEN, RAVE, DTL).

« Associate (A): Other clinical site staff involved in the conduct of NCl-supported research.

s Associate Basic (AB): Individuals (e.g., pharmaceutical company employees) with limited access to NCl-supporied systems (e.g., NAVIGATOR).

Figure 14: CTEP- IAM Welcome Screen

Accessing Other Applications

10. Please navigate to the applications that you regularly access using CTEP-IAM
username/password. The same applications should now be accessible using your ID.me
credentials.
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