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CTEP-IAM Release 5.6.0

Use Case: Users new to NCI CTEP and submitting a request to create a new CTEP-IAM

account.

Application URL:

e https://ctepcore.nci.nih.gov/iam

CTEP-IAM New Account Request

1. Copy the application URL (above) and paste it into a browser or click on the link
2. Under “CTEP-IAM” tab, click on “Request New Account” link at the bottom of the screen
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Figure 1: CTEP-IAM Login Screen
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3. Answer the question, "Have you ever registered with CTEP?" by selecting "No" and then
click "Proceed"
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Figure 2: CTEP-IAM Request New Account Steps

4. Complete the CTEP-IAM Request New Account screen by providing:

Prefix (if applicable)

First Name (required)

Middle Name / Initial (required)

Last Name (required)

Suffix (if applicable)

Month of Birth (required)

Year of Birth (required)

Role(s) (required)

Institution (required)

* (Hint... Use “Institution Name” field to key in site code or institution name to
activate the suggested list. If unsuccessful, use the detailed search option by
clicking on the pick list icons next to the “Institution Name” field)

Internal Office (if applicable)

Street (required)

Street (continued)

City (required)

State / Province (required)

Zip / Postal Code (required)
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CTEP-IAM Identity Verification and 2 Factor Authentication
Country (required)
Office Phone (required)
Username (required)
Email (required) (duplicate entry required)

5. Select “Continue”
6. Select and answer three Security Questions

* (Hint ... retain the question / answer combinations as you will need to select and
correctly answer one of your three security questions to check status of account

request)

7. Answer “NIH-PIV Card Information” section. This section will appear to users whose
email address domain qualifies to be in the NCI CTEP and its contractors’ group. NIH —
PIV card credential holders must answer “Yes” to the question. Answering “No”

will force the users to create an ID.me account at the time of activating the new
CTEP IAM account.

SECURITY QUESTIONS

Select a security question from each of the three groups shown below and answer the selected question in
the text box on the right. Try to select questions with answers that are easy for you to remember. As a
security requirement, you will be asked to select and answer one of your security questions any time you
change a Temporary password (a clear text password sent in an email) to a Permanent password.

Security Question Answer
1| % [-SelectaQuestion-  v] * [ ]
2 % |- Select a Question - v| * | ]
3 % [ Select a Question - v * | . |

NIH.PIV CARD INFORMATION

Select "Yes" if you have a NIH issued PIV card. Selecting "Yes" will allow you to
activate your CTEP-IAM account using your NIH PIV card.

Do you have NIH issued PIV card? () Mo () Yes

Figure 3: CTEP-IAM Request New Account Questions

8. Select “Confirm Request”

CTEP-IAM Account Request Review

9. Users will receive “CTEP Identity and Access Management, New Account Request’ email
from system
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REQUEST NEW ACCOUNT CONFIRMATION

Thank you for using the Cancer Therapy Evaluation Program (CTEP) - Identity and Access Management (LAM) websit= to apply for your user account Your CTEP-1AM user sccount application has been received
and will be processed within two business days and you will be nofified of your application status by emai. Please note the request number <P1857T916> for hulure cormespondence

NCI Authentication Update
To ensure the security and safety of NCI syslems, subjects, research staff, and all assonited sensitive information. NCI will incorporate ldentity Proofing (IP) and Multi-Factor Authentication (MFA) in accordance

with Mational Institute of Standards and Technology (NIST) 800-63-3, Digital Identity Guidelines The enforcement of thess guidelines is regqulated by Cangress and required for compliance with the Federal
Information Security Management Act (FISMA)

Steps to establish a CTEP IAM account

0O © = 8

Initiation Review Idontty Proofing snd Authonbcabon Account Activation
A

User submits a new CTEP Reg 1 help MIH user logs in User links NIH account

request to IAM desk reviews the new using NIH issued PIV  with CTEP-IAM credentials
account request card
( 5 {In Progress) (Not Started) {Not Started)
Lompleted

User must wait till A successful Identity
they receive Verification and 2FA setup
account approval is necessary to complete

email activation

Note: The activities detailed above must be completed in the order they are listed.

For step by step instruction on creating and activating CTEP-IAM account Cligk Hare

Figure 4: CTEP-IAM Account Request Confirmation Screen
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Verifying CTEP-IAM Account & Linking to NIH — PIV Credentials

10. Use the link provided in account approval email to start verification process

. € Reply | “ Reply &l > Forward
ctepreghelp@ctisinc.com © | © Reph 2 Y " o
To hbrooks@ctisinc.com Mon 10/30/2023 11:36 AM

Harry Brooks,
CTEP-1AM Request Identifier: P1657916

Your request for a new account has been processed. You are required to complete the Identity Proofing and Authentication steps that are listed
below, before your account can be activated.

2, © O :

Initiation Review Identity Proofing and Authentication Account Activation

Initiation - Submit account request in CTEP-IAM (Status: Completed)
Review - Request reviewed and processed by CTEP Registration Helpdesk (Status: Completed)

Identity Proofing and Authentication- Verify your identity by logging to your NIH account. You will be redirected to NIH website to complete
verification based on the information provided during account creation.(5tatus: Pending)

Account Activation- Activation of CTEP-IAM account after linking your NIH (Status: Pending)

To initiate your Identity proofing and authentication, please click "https://ctepcoredev.ctisinc.com/iam/NewAccountRequestStatus.do?
method=renderAccountRequest” to access CTEP-IAM and follow the instructions on the screen to complete Identity Proofing and Multi-factor
authentication preferences.

Once you complete the verification process, your account will be activated and you will be redirected to CTEP-IAM application

D e T T

This a system generated email. Please do not respond to this email. If you have questions or encounter difficulties, please contact the CTEP Identity
and
Access Management (IAM) Team at < mailto:ctepreghelp@ctisinc.com >.

e e e L et LT T ]

Figure 5: Sample CTEP-IAM Account Approval Email

11. You will be taken through a few steps of CTEP-IAM account request verification. Please
enter the request reference number found in account approval email along with first name
and last name exactly as it appears in the account request.

CTEP-IAM / NIH Integration: New Users Account Creation
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Figure 6: Account Request Verification Screen

12. Respond to one of the 3 security questions that were chosen at the time of account
submission. Note: response should match the initial input

L5)) NATIONAL CANCER INSTITUTE
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Last Name®
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= 1t does matter if you submiied the anewer I Upper, lower, of mioed Carse

= Thi foimat of thi Snswers mus be the same. For sxsmpie, January 1. 2000 i NOT
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Figure 7: Account Request Verification Screen — Security Questions Screen
13. On successful verification of your CTEP-IAM account, users will be presented with the

screen below to use their NIH credentials/ PIV card for the identity proofing and
authentication requirement
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CTEP-IAM Identity Verification and 2 Factor Authentication

Request Reference Number: P1657916

O O O g

Initiation Review Identity Proofin... Account Activation

Identity Proofing and Authentication
Started On: N/A Ended On: N/A

Users are required to login to their NIH account using PIV Card to complete Identity Proofing. A successful
completion of Identity Proofing is necessary to complete the account activation process. On receiving
canfirmation from NIH, CTEP-IAM will link your NIH email address to your CTEP-IAM profile.

Click to be transitioned to NIH website for authentication.

i
Pravious Ej;:
-

Figure 8: Identity proofing and authentication with NIH credentials/ PIV card

14. Clicking on ‘Sign in using my NIH Account” will transition the user to NIH Login screen
(shown below).

s of Health

Sign in (NIH Login: Development Environment)

Smart Card Login

PIV-Exempt? Not a PIV Card Holder? Sign in using your account credentials:

Username Password Forgol Password?

or

Trouble signing in?

Figure 9: NIH Login Screen

CTEP-IAM / NIH Integration: New Users Account Creation
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15. As shown in the above snapshot, complete the authentication procedure by using either
the PIV Card option or the 2FA option using the NIH account credentials.

16. On successful authentication, users will be redirected to an alert, confirming that the
user’s CTEP-IAM and NIH accounts have been successfully linked. Click on “/AM ™ link
to proceed back into the CTEP-IAM application.

Request Reference Number: P1657916

O O O O

Initiation Review Identity Proofing . Account Activat...

Account Activation
Started On: 10/30/2023 12:13:28 Ended On: 10/30/2023 12:13:28

Your NIH account is linked to CTEP-IAM profile. The account activation process is completed. Please click JAM to
go to your application home screen.

Previous

Figure 10: Account Activation and successful link between CTEP-IAM and NIH accounts

17. Users will also receive email confirmation that the account has been activated

CTEP-IAM / NIH Integration: New Users Account Creation
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< « -
ctepreghelp@ctisinc.com © R  Meouiden > Forward | |1
To hbreoks @ctisinc.com Mon 10/30/2023 12:12 PM
Harry Brooks,

Your Cancer Therapy Evaluation Program (CTEP) - Identity and Access Management (IAM) user account has been activated.

Your CTEP Person ID is: A-611711

If you need to change your registration type to Investigator (IVR), Non-Physician Investigator (NPIVR) or Associate Plus (AP), please proceed to the
CTEP Registration and Credential Repository (RCR) to complete your registration (FDA Form 1572 [IVR, NPIVR]; NCI Biosketch, including

documentation of GCP training [ALL]; Financial Disclosure Form [ALL]; and Agent Shipment Form [IVR only]) with CTEP.

To access the CTEP Registration and Credential Repository (RCR):
https://ctepcoredev.ctisinc.com/rer

To access CTEP applications:
https://ctepcoredev.ctisinc.com/iam/ApplicationAccess.do

To access the CTSU website:
https://www.ctsu.or

If you have questions about the status of your application to access the CTSU website, please contact the CTSU Help Desk by email at <
mailto:ctsucontact@westat.com > or by phone at < 1-888-823-5923 >,

L e eI Ty

This is a system generated email. Please do not respond to this email. If you have questions or encounter difficulties, please contact the CTEP
Identity and Access Management (IAM) Team at < mailto:ctepreghelp@ctisinc.com>.

Figure 11: Sample Account Activation Email from CTEP-IAM

—
*

Once logged into CTEP-IAM, click on “Personal Information” menu option and the
“NIH Information” sub menu to view the attributes that were received from NIH.

User

o e Welcome to IAM
ID.me FAQs
X IDme FAGS =
22
$AM :@f . Your CTEP-IAM credentials are now linked to NIH PIV Card.
=

CTEP-IAM Services

“Your current Registration Type is Associate.

Click here fo access the RCR System to submit your annual NCI registration and/or update your Registration Type to Investigator, Non Physician Investigator, Non-IND/Non-Treatment Investigator or Associate Plus.
NCI Registration Types are defined as listed below.

Registration Types

« Investigator (IVR): MD, DO, or international equivalent

« Non-Physician Investigator (NPIVR): Advanced practice provider (e.g., NP or PA) or graduate level researcher (e.g., PhD).

« Non-IND/Non-Treatment Investigator (NINT): Health service researcher (e.g., PhD, Masters), mental health provider (e.g, EdD) or individuals with clinical licensure
« Associate Plus (AP): Clinical site staff (e.0., RN or GRA) with data entry access to GTSU applications (e.g., RUMS, OPEN, RAVE, DTL).

+ Associate (A): Other clinical site staff involved in the conduct of NCl-supported research.

« Associate Basic (AB): Individuals (e g., pharmaceutical company employees) with limited access to NCl-supported systems (e.g., NAVIGATOR)

CTEP-IAM Account Request Services

CTEP-IAM is a web-based interface to request the creation of a new CTEP-IAM user account either by the prospective user or an behalf of another user. It also provides application managers, site contacts, and/or
account holders ability to request CTEP Enterprise application access for new or existing user accounts and to request specific roles or data setup to an application

Figure 12: CTEP-IAM Personal Information Tab

CTEP-IAM / NIH Integration: New Users Account Creation
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Name| Harry Brooks

rmame:{ BROOKSH12

Capital Technology Infomation Services Inc

1 Researcl office Phone: (123)123-1231

Institution/Address| pooyile D 20850 Contact Informationf ;). hbrooks @clisine.com
A

Addition information about NIH and CTEP-IAM accounts

Your CTEP-IAM Credentials are linked to NIH PIV Credentials. You can continue to use your NIH PIV Credentials to access CTEP and other NCI systems where CTEP-IAM is provided as an Identity source. Please choose "NIH"
tab in the login option to initiate authentication with NIH PIV Credentials.

In addition to NIH PIV card, you can also access CTEP and other systems using CTEP-IAM username and password. If you do not know your current password, please logout of the current session and click on "Forgot
Passwaord" link in the login screen to initiate the password change workflow.

User's NIH Account linked to CTEP_IAM Credentials. Description
Email Address davanagereh@mail nin.gov User's NIH Email 1D.
Name

Hari Davanagere User's name avilsble in NIH NED
Created Date

10/302023 Date on which the user's Ni account was linked to CTEP - IAM profile

Gurrent status of user's linked record The profile can be in *Active’, “Inactive”, *Temporarly Disabled" and "Reinstate".
Active: This status is assigned when the NIH and CTER-IAM credentials are linked for the first time. Indicates the user is silowed to use NiH
credentials (PIV Gard) to access GTEP-IAM and federsted systems

« Approved: This status is assigned when 1AM team initisted reactivation of an Inactive user sccount

Inactive: This status is assigned by INACTIVATION workflow. Indicates the user is ot allowed to use NIH credentiais fo sccess GTEP-JAM and

. 4 federated systems.
an

User's NIH Account linked to CTE!

-IAM Credentials status

Temporarily Disabied: This status is assigned to sccounts impacted by & security incident. Indicates the user is not aliowed to use NIH

Active. credentisls 1o sccess CTER-IAN and fedrated systems til the sits is cleared to resume business as usual Users in this status will not be sliowed
to reactivate
- Reinstate: This status is assigned to accounts impacted by & security incident. Indicates the user is allowed to reactivate GTEP credentials and
uss NIH cradentisis to acoess GTEP-IAM and fedsrated systems. The link record is not sssigned this status il the sits s clearsd to resume
business & usual. Note: An sccount wil be moved to this status as part of the SOP defined to handle security incidents.
Status Changed Date 1013012023 Date on which the user's Nili - CTER IAM linksd profile attained ane of the ststuses permissible for "Profile Status®
Comments Account activation by BROOKSH12

Comments captured on the NIH - CTEP IAM linked profile as part of Spplication Workflows.

Figure 13 : NIH Information Section

19. At this point, the process is complete. If you have any questions or issues related to a new
NCI CTEP-IAM account requests, please contact ctepreghelp@ctep.nci.nih.gov.

CTEP-IAM / NIH Integration: New Users Account Creation
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